UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH AN GIANG Poc 1ap — Tw do — Hanh phuc

S6: 428 /UBND-NC An Giang, ngay 18 thang 4 ndam 2023
V/v tang cuong phong ngtra toi pham
lira dao chiém doat tai san sir dung
cong ngh¢ Deepfake

Kinh gui: . ‘ A
- (;ac S0, ban, nganh, doan th¢ tinh; ’
- Uy ban nhan dan 11 huyén, thi x&, thanh pho.

Thot gian gan day, tinh hinh 01 pham lira dao chiém doat tai san trén khong
gian mang tiép tuc dién bién phtre tap voi nhiéu phuong thirc, thu doan ngdy cang
tinh vi, khé phét hién. Nam bat dugc tam 1y ‘nguoi dung mang x4 hoi hién nay da
canh giac véi thu doan lira dao bang tin nhan nho chuyén tién, cac ddi tuong da
stt dung thu doan tinh vi hon, loi dung cong nghé Deepfake! lam gia cudc goi
nham chiém doat tai san. Pau tién, ddi tugng tao 1ap tai khoan gia mao trén mang
xa hoi trung thong tin va anh dai dién véi nguoi dung hodc chiém quyén sir dung
mang xa hdi ciia nguoi dung, sau do6 thu thap thong tin ca nhan, hinh anh, video
cO giong nodi dugce déng tai cong khai trén tai khoan mang xa hoi roi sir dung
cong nghé Deepfake? tao anh dong, video gid mao ngudi dung dang noéi chuyén
truc tuyén véoi cung khuon mat, &m diéu giong noi va cach xung ho. Dé tao long
tin v&i nan nhan, doi tugng truyén tai Deepfake video c6 sin 1én kénh video call,
khién nan nhan nhan ra hinh anh va giong néi ciia nguoi quen va nhanh chéng
chuyén tién theo yéu cau cua ddi tuong.

Vi cong nghé Deepfake, video gia mao c6 do chinh xac cao, rat kho phan
biét that gia. Tuy nhién, video do d6i twong tao sin thudng co ndi dung chung
chung, khong phi hop hoan toan véi ngit canh thyc té giao tiép véi nan nhan, co
thé khién nan nhan nghi ngd, phat hién. Dé che lap khuyét diém trén, cac dbi
tugng thuong tao ra video voi 4m thanh kho nghe, hinh anh khong rd nét giong
cudc goi video co6 tin hiéu chap chon duoc thuc hién trong khu vuc phu song di
dong/wifi yéu.

Trén dia ban tinh An Giang, tuy chua phat hi¢n vu viéc nguoi dan bi ltra
ddo chiém doat tai san st dung cong nghé Deepfake nhung du bao trong thoi
gian t61 loai to1 pham nay s€ ti€p tuc phat trién manh mée, gay anh hudng nghiém
trong dén tinh hinh trat ty, an toan xa hoi.

Pé chu dong phong ngua, phat hién, dau tranh xu ly, ngan chan loai toi

pham nay trén dia ban tinh, Uy ban nhan dén tinh yéu cdu cac co quan, don vi va
dia phuong thuc hién mét s6 ndi dung sau:

1 «“Deepfake” 14 cong nghé tng dung tri tué nhan tao (Al) tao ra cac san pham céng nghé am thanh, hinh anh
va video lam gia dbi twong ngoai doi thuc véi do chinh xac rat cao. Dya trén tép hinh anh khuén mat, giong néi
clia mot nguoi ngoai doi thuc, Deepfake sé& sir dung thuat toan dé tai tao lai khudn mat va giong néi phu hop véi
nét mat, biéu cam ctiia mot nguoi khac, sau dé tao ra video gia mao hoan toan ddi tuong ngoai doi thuc.

2 C4c phan mém Avatarify, My Heritage, Morphin, DeepFaceLab, Faceswap... duoc chia sé trén Internet.
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1. Tang cuong tuyén truyén phuong thuc, thu doan cua t6i pham sir dung
cong nghé Deepfake dé lira dao chiém doat tai san qua mang xa hoi nham ning
cao nhan thuc, ¥ thirc canh giac dén can bo, cong chirc, vién chire, hoc sinh, sinh
vién, nguoi lao dong va quﬁn ching Nhan dan ddi vai loai toi pham nay, khi nhan
dugc bat ky tin nhin hay cudc goi video call c6 tin hiéu chip chon, khong rd rang
dé vay muon tién, can goi dién truc tiép qua s dién thoai ngudi nhan dé xac
minh, khong goi qua cdc ung dung mang xa hoi nhu Zalo, Messenger, Viber,
Telegram. .. vi c6 thé cac tai khoan nay di bi chiém quyén st dung. Truong hop
nghi van dbi twong gia mao dé lra dao chiém doat tai san can bao ngay cho co
quan Cong an noi gan nhat dé duoc hd tro, xu ly kip thoi.

2. Tiép tuc thuc hién c6 hiéu qua cac van ban chi dao cua Thu tuéng Chinh
pht, Bo truong Bo Cong an, Uy ban nhan dan tinh vé cong tac dau tranh phong,
chéng toi pham néi chung va toi pham st dung cong nghé cao néi riéng, trong
tam 1a Nghi dinh s 25/2014/ND-CP, ngay 07/4/2014 cua Thu tuéng Chinh phu
quy dinh vé phong, chong toi pham va vi pham phép luat khéac c6 sir dung cong
nghé cao; Ké hoach s6 297/KH-UBND, ngay 17/8/2022 cia UBND tinh vé ting
cuong giai phap phong, chng toi pham str dung cong nghé cao trén dia ban tinh
An Giang va Thong bao s6 1066/UBND-NC, ngay 16/9/2022 cia UBND tinh vé
phuong thirc, thu doan tdi pham sir dung cong nghé cao.

3. Giao Cong an tinh theo ddi, huang dan, phoi hop véi cac co quan co lién
quan dé phong ngua, phat hién, dau tranh, xu ly cac hanh vi vi pham phép luat
cua toi pham sur dung cong nghé cao.

Trong qué trinh thyc hién néu phét sinh vudng mac, cac don vi, dia phuong
bao cao dé xuat UBND tinh (qua Cong an tinh) dé chi dao, xt ly. /.

Noi nhan:

- Nhu trén;

-TT TU, TT.HDND tinh;

- CT, cac PCT UBND tinh;
- Lanh dao VPUBND tinh;
- Phong NC, KGVX, TH;

- Luu: HCTC, PVO1-CAT.

CHU TICH
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